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Stages of Autonomy (NHTSA Logic)

Single control 

functions such as 

speed selection, 

braking or lane 

keeping are 

automated

Level 1

Function-specific

automation More than one control 

function is automated

Driver expected to be 

available for control 

at all times and 

on short notice

Level 2

Combined function 

automation
Vehicle takes control

most of the time

Driver expected to be 

available for 

occasional control 

with comfortable 

transition times

Level 3

Limited self-driving 

automation

Driver in charge

Level 0

No automation

Vehicle takes control

all of the time

Driver not expected to 

be available for 

control at any time

Level 4 / 5

Full self-driving 

automation
From here:

To here:



Humans do much more right when

driving than they do wrong.

We have to drive those 7.5 million km

and must not fail a single time.

Safety and Automation: A Major Challenge

Accidents are almost all due to

human error.

On the German Autobahn, every

7.5 million km we may catch an error.

We have

with some success

automated to intervene

when people do 

something wrong.

We now aim at 

automating those things

that people do right.



Safety of autonomous vehicles
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system

integrity

monitor

Functional decomposition of complex systems
Design for high reliability:

• Redundant, self monitoring components

� fault tolerant system design

• Diverse components
� avoid common mode (correlated) faults

• Fault tree analysis
� avoid systematic errors

• Derive system failure rate by mathematical model

λtotal = λ1 + (λ2)³ + λ3 + λ4

(only if all subsystems are uncorrelated !)

?Testing for high reliability:

• Evaluate system integrity indicators

• Verify component failure rates

• Verify uncorrelation of component failures

• Verify rejection of fault propagation



Safety assessment of driving situations

Look ahead, 

drive predictively, 

know your limits

New option with

autonomous driving

Drive carefully:

Detect dangers early and

react fast & appropriately

Active safety

Master extreme situations:

Passive safety

Provide suitable

protection

Limit the consequences:

• R:  Risk

• E:  Exposure

• C:  Controllability

• S:  Severity



easy

difficult

Vehicle response upon changing conditions

Verify, that vehicle avoids uncontrollable situations by adequate behaviour

independent

parameters

(weather,

traffic,

infrastructure)

controllable factors
(speed, distance,

lane keeping)



Five Categories of Reasons for Exposure to Accidents

1. Failure of components and hardware

deficiencies

2. Deficiencies in sensing road, traffic and

environmental conditions

3. Deficiencies in control algorithms

(complex and difficult situations)

4. Behaviour-dependant accidents

(adequate behaviour and rule compliance)

5. Faulty driver and vehicle interaction

(mode confusion and false commanding)
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design specific external conditions

Source: H.P. Schöner: Challenges and Approaches for Testing of Highly Automated Vehicles; 3rd CESA Automotive Electronics Congress, Paris 2014



Testing Platforms and the Importance of Simulation
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Category

Platform 1 2 3 4 5

HIL X X1) X

SIL X1) X X

Test 

Area
X X2) X X X

Field 

Test X X X

Driving

Simul. X

1) requires sensor models

2) requires specific test modules
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Dynamic Simulator in Sindelfingen

20



Controllability of traffic accidents

Portion of drivers

who avoid an accident

TTC (time to collison)

at first chance to

see collision object

100%

drivers can

avoid accidents

without help

unavoidable

accidents

accident

mitigation
(in average)

accident

avoidance

additional benefit through

autonomous braking ≈10%

benefit of a warning system
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Verification and validation at the end of the process 

requires careful specification in the early system design phase

Implementation

System

d

a

Illustration for example:

System design:  specification of system performance

• Risk assessment & management

• Functional limitations

• Functional requirements 

including fault management

• Define performance criteria and tests

Functional limit

d

a collision

avoi-

dance

d

a

tests

Verification: Comparison of implementation with 

respect to design specification

• Perform system tests

• Evaluate test coverage

System functional specification:

Investigation of properties of the system environment

d

a

frequent

typical behaviour and parameters of

• infrastructure, traffic, 

environment

• sensors, actuators

• drivers

rare

d

a

Validation: Assessment of implementation with 

respect to desired functionality

• Confirmation of design assumptions

• Confirmation of risk assessment

• Examination of retroactive effects

• Safety in use, customers‘ benefits

and acceptance

residual 

risk

benefits

System design Verification

ValidationSystem functional specification



Testing of Autonomous Functions

Proving ground tests

� Reproducibility by use of driving 

robots, self driving cars and 

targets; critical manoeuvres are 

possible

Field tests

� Investigation of real driving 

situations and comparison with 

system specifications

Virtual tests

� Analysis of a huge number of 

scenarios, environments, system 

configurations and driver 

characteristics

© Palisade Corporation

Source: U. Steininger, H.P. Schöner, M.  Schiementz: Requirements on tools for assessment and validation of assisted and automated driving systems, 7. Tagung Fahrerassistenz, München, Nov. 2015



Virtual Driving with Model Based Simulation

Virtual Driving Simulation Plattform

Vehicle Model

Vehicle Dynamics Model for

lateral and longitudinal

vehicle motion simulation

Traffic Model

Traffic simulation for vehicles

and VRUs (pedestrians, bicycles)

with driver behavior models and

microscopic vehicle model

Sensor Models

Phenomenological simulation

of vehicle sensors for camera,

lidar and radar sensors

Road Model

Road network model

based on OpenDRIVE

to provide virtual road and

infrastructure information

(virtual roads, lanes,

intersections, traffic signs

and taffic lights)

Original software

as SiL or HiL integrated into

simulation plattform

Autonomous Drive 

Control Software



Example: Real world scenario and its simulation

Use Case:  function development for complex traffic scenarios



Challenging Traffic Situations
Following

Cut-in

Cut-out

Cut-in vehicle brakes hard, no evasion space

Car cuts out just before obstacle or oncoming car

Preceeding car drives into traffic jam without braking

Use Case:  function development for collision avoidance scenarios



Simulation:  

Cut-in scenario



Validation of Simulation:  Cut-in with high relative speed



Batch Simulation of Collision Avoidance (example)

aX

leading vehicle (LV)

vehicle under test (Ego)

∆∆∆∆vX

Use Case:  verification of collision avoidance and quality measure for safe driving
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aX

∆∆∆∆vX

One single simulation run



Simulation of Lane Detection

Real Data Simulated Data

Estimation based on sensor data

Information provided by map

Long distance interpretation of sensor signals requires precise maps !



So what is essentially new for testing of autonomous vehicles ?

• Much more simulation, esp. for verification of control algorithms and rule compliance

• Systematic search for rare functional deficits, instead of just driving test kilometers

Methods

• Continuous assessment of and adaptation to external conditions and rules

• Judging reliably whether the limits of vehicle autonomy are close

• Announce the end of autonomous mode early enough for the driver to take over (Level 3)

• Bring the vehicle to a safe stop, if (in Level 3) the driver should fail to take over

Functions



Thank You Very Much

for Your Attention!
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